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IS a credential management service that automatically fetches and
rotates temporary AWS credentials for pods.


https://aws.amazon.com/ko/blogs/korea/amazon-eks-pod-identity-simplifies-iam-permissions-for-applications-on-amazon-eks-clusters/

Pod Identity Association E|Z2}Z 0| Al:

module "loki_pod_identity" {
source = "terraform-aws-modules/eks-pod-identity/aws"
version = "1.10.0"

association_defaults = {
namespace = "loki"
service_account = "loki"
tags = {
Environment = "dev"

associations =
dev = {
cluster_name = module.eks.cluster_name




FHLU|E|A RBAC 7t=82

ZH{{|E|A RBACS &2 M0} x| 5t A

B Mz g X| 51X gtof MY 8H(Fine-grained)

HZ M7t o=

ot OPATI MBSt HE EHE &8
C

I M2 et 2 M0{7F 7Hs L

OII

“IN

Na

o

o

O



https://kyverno.io/
https://www.openpolicyagent.org/
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https://docs.aws.amazon.com/ko_kr/eks/latest/best-practices/identity-and-access-management.html#_cluster_access_recommendations
https://docs.aws.amazon.com/ko_kr/eks/latest/best-practices/identity-and-access-management.html#_cluster_access_recommendations
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$ kubectl auth whoami -o yaml

apiVersion: authentication.k8s.io/v1l
kind: SelfSubjectReview
metadata:
creationTimestamp: "2025-02-06T19:49:412"
status:
userInfo:
extra:
accessKeyId:
- ASIA1234567890EXAMPLE
arn:
- arn:aws:sts::123456789012:assumed-role/AWSReservedSSO_DevOps_Admin_1234abcd/john.doe@example.com
canonicalArn:
- arn:aws:iam::123456789012:role/AWSReservedSS0O_DevOps_Admin_1234abcd
principalId:
- AROA1234567890EXAMPLE
sessionName:
- john.doe@example.com # <-- sessionName is the email address of the IAM Identity Center user by default
sigs.k8s.io/aws-iam-authenticator/principalld:
- AROA1234567890EXAMPLE
groups:
- system:masters
- system:authenticated
uid: aws-iam-authenticator:123456789012:AR0A1234567890EXAMPLE
username: devops-john.doe-example.com # <-- HERE
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spec:
background: false
rules:
- name: block-cluster-admin-from-ns
match:
any:
- resources:
kinds:

_ onxn

clusterRoles:

- cluster-admin
subjects:

- kind: User

# Username 1is registered as cell-infra-{{SessionName}} in aws-auth configmap's mapRoles section
name: cell-infra-elon.musk-example.com
validate:
message: "The cluster-admin 'testuser' user cannot touch testnamespace Namespace."
deny:
conditions:
any:
- key: "{{ request.operation || 'BACKGROUND' }}"
operator: AnyIn
value:
- CREATE
- UPDATE
- DELETE



https://raw.githubusercontent.com/kyverno/policies/main/other/block-cluster-admin-from-ns/block-cluster-admin-from-ns.yaml
https://raw.githubusercontent.com/kyverno/policies/main/other/block-cluster-admin-from-ns/block-cluster-admin-from-ns.yaml
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