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API Request Architecture
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API Request Architecture
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Admission API

Kubernetes 1.3258E{ admissionregistration.k8s.io APl Z1&0|A{ Mutating (alpha)
= H|O|E[E5IA| X[& g

API Group Resource Name 1.32

admissionregistration.k8s.io MutatingAdmissionPolicy alpha

admissionregistration.k8s.io ValidatingAdmissionPolicy stable



Admission Policy (k8s native)

APl & X2|e SEE

Client

API HTTP
Handler

Mutating
admission

Object
Schema
Validation

.| Validating
“| admission

1
1
1
1
1
T
1
1
1
1

Admission Review'

Persisted
to etcd

_________________



apiVersion: admissionregistration.k8s.1io0/v1l
kind: ValidatingAdmissionPolicy
metadata:

name: "deploy-replica-policy.example.com"
spec:

matchConstraints:

resourceRules:
- apiGroups: ["apps"]
apiVersions: ["v1"]
operations: ["CREATE", "UPDATE"]
resources: ["deployments" ]
validations:
- expression: "object.replicas > 1" # should be "object.spec.replicas > 1"
message: "must be replicated"
reason: Invalid



https://kubernetes.io/docs/reference/using-api/cel/

Pros and Cons
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cons:
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https://kubernetes.io/docs/reference/using-api/cel/

Conclusion
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